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 Understand what information is and distinguish it from data. 

 Identify ethical principles and explain the role of media in handling information. 

 Recognize laws and rights related to the information society. 

 Apply basic methods to protect and secure information. 

 Explore the relationship between information technology and community development. 

 Explain the evolution and diversity of communication methods. 

 Describe how information is designed and represented digitally. 

 Explain how sound is converted into a digital format. 

 Demonstrate understanding of computer structure, software, and logic circuits. 

 Describe networks, IP addresses, protocols, and data transmission processes. 

 Explain how databases operate and explore different information systems. 

 Analyze various types of data and apply basic data analysis techniques. 

 Understand the concept of simulation and how models are built and used. 

 Describe the sequence of commands in programming logic. 

 Develop programming skills, understand algorithms, and apply programming fundamentals. 
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1. Distinguish between data and information through real-life examples. 

2. Apply ethical principles when dealing with information on the Internet. 

3. Identify some laws that regulate intellectual property rights in the information society. 

4. Use basic steps to secure personal data (strong password – not sharing personal information). 

5. Explain the impact of information technology on community development through class discussion. 

6. Compare between traditional and modern means of communication. 

7. Represent specific information (image or text) in digital form using a computer. 

8. Explain how sound is converted into a digital format with a practical example. 

9. Identify the main components of computer architecture (CPU – memory – input and output units). 

10. Explain the concept of an IP address and determine its role in networks. 

11. Create a simple database using suitable software. 

12. Analyze a simple set of data and draw conclusions. 

13. Design a simulation model for a real-life situation (e.g., traffic movement or weather). 

14. Arrange the steps of a simple program using sequence logic. 

15. Write a short program in an appropriate programming language to solve a specific problem. 
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Distribution of programming and AI content  

For 1st.Sec 2025 / 2026 - First Term 
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1 20 / 9/ 2025 

 -s website ’Introduction to understanding the book methodology on the MinistryFirst session: 
Introduction to the Qureo platform 

 Information: 2Lesson  -Information and Media : 1(Lesson Semester  First ): 4-3-2Sessions 
(Personal Information: 1Semester (Lesson Second  -Ethics)  

2 27 / 9/ 2025 

 -Chapter Two: Lesson Two: Intellectual Property Rights : Sessions  First, second and third 
Chapter Three: Lesson One: Threats and Countermeasures  -n Lesson Three: Use of Informatio

in Information Security. 
The platform: Explanation of the different levels and platform tests on the Fourth session: 
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3 4 / 10/ 2025 

Chapter Three: Lesson Two: Threats and : ssions Se The first, second and third 
Lesson Three: Threats and Countermeasures in  - 2Countermeasures in Information Security 

Chapter Six: Analog and Digital: Lesson Two: The Dual System and the  - 3Information Security 
Quantity of Information. 

level exam on the -The platform: Explaining how to prepare for the firstFourth session: 
s website’platform on the Ministry . 

4 11 / 10/ 2025 

Lesson  -Chapter Six: Lesson Three: The Hexadecimal System : Sessions  First and second 
on of LettersFour: Digital Representati . 

 -The platform: registration and login to the platform The third and fourth session: 
mathematical operations and text strings 

5 18 / 10/ 2025 
Chapter Six: Continued from Lesson Four: Digital representation of : Sessions  First and second 

Lesson Five: Arithmetic operations in the binary system -etters l  
Comprehensive review -The platform: Variables The third and fourth session:  

6 25 / 10/ 2025 
Chapter Six: Lesson Six: Arithmetic operations in the binary : Sessions  First and second 

Monthly test - 2 system  
The platform: TheThe third and fourth session:  IF rule  sentencesConditional  
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Lesson Ten: Image  -Chapter Six: Lesson Eight: Digitizing images : Sessions  First and second 
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Comprehensive Review -atform: The Multiple Conditional The PlLesson Three Fourth:  

8 8 / 11/ 2025 
Chapter Seven: Lesson One: Computer CompositionFirst session:  

: The platformSessions  The second, third and fourth :Tofas  -mock test Logical operators 
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15 / 11/ 

2025 
Chapter Seven: Lesson Two: Computer SoftwareFirst session:  

Comprehensive Review -Platform: JavaScript : 4and  3, 2Lessons  

10 
22 / 11/ 

2025 

Chapter Seven: Lesson Three: Logic CircuitsFirst session:  
e platform: ThSessions  The second, third and fourth :Tofas  -operators mock test Logical 

functions 

11 
29 / 11/ 

2025 

Chapter Seven: Continuation of Lesson Three: Logic CircuitsFirst session:  
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2Functions  
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14 
20 / 12/ 

2025 
Review of the book's topicsFirst session:  
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15 
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prehensive reviewThe platform: ComThe second, third and fourth sessions:  

J
a

n
u

a
ry

 
202
 

6
 

16 3/1/2026 General review 

17 10 / 1/ 2026 First semester exams  
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What is the informationIntroduction ? 

objectives Lesson  /  
1- information on the Internetof the characteristics produce  -2                    life examples-Data and information through real between Distinguish  

 3- Media cultureExplain
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Data : resented using numbers, letters, or symbolsrepFacts  .  
 Information : or value to the recipient and used to make decisions. Unlike physical Meaning 
objects, information has no fixed form or entity .  
Information has the following characteristics : 

                                                       Reproducible -Continuity  - Sharewelcome You are  
 Knowledge: is  information   Which have been systematically analyzed and organized to help 
solve problems . 
The information may be :- 

rimentsIt is obtained through direct personal experience or through research and expePrimary:   
You do not obtain it directly yourself, but through a third partySecondary:  

It is essential to compare the information you obtain from multiple sources with other information 
mutual verificationBy "  to determine its accuracy and reliability. This process is called "  

Media Media  :It is a means of conveying information to a number of individuals .  
Types of media: 
1. To express information Media used as a medium :Expressive media   
2. xchange of And e Media used as a medium for transmission :Transport/Send Modes 

information . 
3. and information storage Media used for recording :Recording media  
Media culture  -:Media literacy To accurately interpret the information obtained from  capacity

the media . 
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Introduction  / mediaand social smartphones with occur problems that What are the  ? 

Lesson objectives/ 
1- on the Internetinformation the characteristics of produce  -2            Principles of information ethics  Applies        

 3- blems that we encounter with smartphonessolutions to confront the prosuggest 
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Information Ethics 
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  The basic concepts and orientations necessary for appropriate activities in the Information ethics: 
of lawsinformation society. Regardless of the presence or absence  ,  

 points to consider when disseminating information:  
1- ot share photos or videos that others own without obtaining permissionYou may n  
2- personal informationYou must not leak  personal information of another person on the Internet .  
3- copyrightYou may not share photos or videos that others hold   
4-You must not violate privacythe  of Others.  
5- You should not post defamatory comments about others or engage in cyberbullying.  
Geotagging : Information including latitude and longitude included in photos and  

k of your location being identified and videos taken with smartphones and mobile phones. There is a ris
revealed, such as your home being located based on the location where the photo was taken .  
Disinformation and rumors : False information that is deliberately spread or unsubstantiated 
rumors .  
 r with smartphones and social mediaProblems that occu :- 

1. Internet addiction 
2. Using a smartphone while walking 
3. cybercrime 
4. impersonation 

5. Leaking personal information 
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Introduction /  What is sensitive personal data ? 
Lesson objectives /   1- life examples-between types of personal data through realdistinguishes  .                         
                                                                                      2- According to the Egyptian Constitution and law  ata.the individual's rights related to the protection of his dexplains  .  

           3- entthe importance of adhering to the laws regulating intellectual property by explaining the consequences of copyright infringemconcludes  . 
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 a specific natural person or who can be Any statement or information relating to Personal data: 
identified directly or indirectly, through linking with other data . 

basic data such as name, address, date of birth, and gender. While numbers such as those in  Such as
personal identification numbers ,  as passports, driving licenses, or national ID numbers are known

information that is considered more sensitive and needs special care so as not to lead to there is 
are known as sensitive personal  ... discrimination or harm to its owner (race, Religion, political views
 data. 
 : Establishes the basic rules for the collection, processing, storage, Personal Data Protection Law 
and transfer of personal data .  
 Right to privacy                                       Image rights                                                            Publicity rights  
Protection of personal data in companies and organizations Privacy  
 Collection, processing, and protection of  that companies set to explain howthe policy It is : policy 
customer data .  
 The license companies obtain from the regulatory authority : icensePersonal Data Protection Center l
to ensure their compliance with the law .  
 A system that requires explicit, prior consent from the user before collecting, : Prior consent system 
processing, or providing a service .  
 ection systemObj : A system that allows a service provider to process user data or continue providing 

an explicit objection or requests that the processing or service expresses the service unless the user 
be stopped. 
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Weekly evaluation 
Complete  :- , It is any statement or information relating to a natural person who is identified or can be identified directly or indirectly
through linking with other data. 
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Introduction /  methodsthings or invention of the protect that rights the term for What is the  ? 

Lesson objectives/ 
1- between types of intellectual propertyfferentiates di rights                 2-explains  the different rights of the author and the role of each in protecting the creator . 

           3- property by explaining the consequences of copyright infringementthe importance of adhering to the laws regulating intellectual concludes  . 
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  These are rights that protect the product of human intellectual creativity in the Intellectual property rights: 
and includeliterary, artistic, scientific and commercial fields, : 

 These are the rights that protect innovations and creations related to industrial and rty rights: Industrial prope
commercial activity. These rights require registration with the competent authority ( such as the Egyptian Patent 
Office ) the principle of formalityknown as  to enjoy legal protection, which is  
Types of industrial property rights : Trademark Rights -Industrial Designs  -Utility Model Rights  -Patents  
 ngs, Rights relating to creative activities in the arts, including works such as novels, films, paintiCopyright: 
photographs, music, computer programs, and audiovisual works, are legally protected under intellectual 

registration is followed-nonproperty law. The principle of   
Creators' Rights Law:- 

  Moral rights of the author ( creator )  :that protect the personal relationship between the  These are the rights
creator and his work . 

  property rights )Financial rights  ) :  These are the rights that give the creator the right to economically exploit 
his work 

  ers, and broadcasters in connection with the granted to performers, record producRelated rights: 
exploitation of works 

  the author's life plusCopyright protection period:  50 years after his death . 

   As a general rule, when you reproduce or use someone else's copyrighted work onCopyright Infringement: 
bsite, it is necessary to obtainWe ( permission ) from the creator. Using the work without permission is 

The author a violation of copyright.considered  . G
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  What is creative commons ? 

 / 

 1- he Creative Commons license in terms of conditions and usebetween the duration of copyright protection and tdistinguishes  .
2- the purpose of copyright, mentioning some exceptionsexplains  -3                                 the rules of correct quotation when using part of a protected work.applies  
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  Use and disclosure of information : 
  fair Copyright aims to contribute to cultural development by ensuring : ht The purpose of copyrig

protected rightsand Copyrighted  For business use.  
  Under the purpose of copyright, there are exceptions where copyright can be limited : Exceptions 

With permission of the copyright holder to allow use without obtaining . 
  It is the process of using part of someone else's copyrighted work in your own copyrighted  :Quote 
work  

 .without obtaining  If certain requirements are met, portions of a copyrighted work may be quoted.
quotationMethods and rules of  permission  

 There must be a need to quote. work should be the foundation  Your protected .                                                    
It does not harm the legitimate interests of the author 
of the program .                                                         must be The source 
clearly identified .  

Make sure that the quoted material is clearly 
identifiable by placing it between quotation marks .  
The quoted material must not be altered . 
  s ’The authorDetermining the duration of protection: 
economic rights expire 50 s ’rs after the creatoryea
death . 
  A mark indicating the : Creative Commons License 

Copyrighted works terms of use.  P
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Weekly evaluation Complete:-  It is the process of using part of someone else's copyrighted work in your own copyrighted wor  
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  / What does information security consist of  
 /  

1- the basic elements of information securityList              2  - some forms of cybercrimeExplain  -3                 etween types of malware. bDistinguish  
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  the process of properly managing information and keeping it safeIt is : First: Information security  .  
The three basic elements of information security are : 

                                                                               Availability -Safety  -Confidentiality  
Various threats to information security : 

Unauthorized accessa)   
Hackingb)   

Malwarec)  :- A general term for malware designed to harm computers . 
Drives can occur via websites, email attachments, orction Infe , USB or networks : 

Computer virus 
Trojan A program disguised as a legitimate program, infiltrates the system and silently launches : horse 
attacks .  
Worm : across the Internet like a worm, expanding the scope of  A program that copies itself and spreads
the infection .  

 Spyware : A program that disguises itself as a legitimate program , infiltrates the system and silently 
launches attacks. 

a(  esand records keystrokthat monitors program : A Keylogger  .  
b(  Software that displays unwanted advertisements without the user's consent: Adware  . 

5 (A program that makes data inaccessible and demands a ransom to restore access to : Ransomware 
the data . 

  tworksCriminal acts committed over computer neCybercrime:  . G
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Introduction /  or your date of birth can protect your accounts from being hacked? Why 123456Do you think a weak password like ? 

Lesson objectives /  
                     1- fferent types of authenticationthe diList                 2- Information security procedures distinguishes                     3- The importance of access controlExplain . 
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   Password :  A string of characters used to verify the user's identity and that he or she is the 
wnerlegitimate account o . 

  Password creation guidelines :  
as longUse  a character string as possible . uppercase and lowercase letters, numbers, Combine 

and symbols . Do such as your date of birth, email address, or user IDpersonal information not use  . 
ords used on other servicesreuse passwDo not  . 

  time password-One  : A password that changes at regular intervals and can only be used once . 
  Authentication : The process of verifying a user's identity on a computer or network . 
  Types of authentication :- 
A. Knowledge - BiometricB.                                                    based authentication authentication 

step-MultiC.  authentication 
  Information security procedures :- 

1- A method of limiting access to computer systems or data so that only Access control: 
ific users, verified through the use of authentication, are allowed accessspec  

2- A system installed at network entry points to preventFirewall:  unauthorized access .   
3- Computer virus control measures : 

Installa)  an antivirus program .  es, make sure to update the virus To remove or isolate virus
definitions  
within the program . 

Always keep yourb)  OS and application software up to date.  Keep date to -to-upyour software 
prevent security vulnerabilities.  

backups of your dataMake regular c)   
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Introduction  / the link and  If you received a message on your mobile phone or email saying that you won a great prize, and all you had to do was click on
would you believe it and enter your information… enter your information ? 

Lesson objectives   / 
1-  ept of invoice fraud and its typesThe conc Defines .             2- click fraud-The concept of one Explain .       3- The meaning of phishing and its dangers Explain . 

first first Three  
Unit Three: Information Security 
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Invoice Fraud A.  
Fraudulent billing is a fraud in which someone is billed for a fictitious service they  

aim of fraudulently obtaining moneynever used, with the  . One  
-click fraud : Fraud in which clicking a link (URL) on a website or email automatically leads to a 
message claiming a contract has been concluded  
followed by a request for an excessive payment .  
B .  Unauthorized Acquisition of Information 

: Phishing   Fraud that uses fake websites disguised as financial institutions or public bodies to steal 
personal information such as  PIN codes or account details .  

Social engineering : mation by exploitingA method of fraudulently obtaining infor  
human psychology or carelessness .  
Impersonation : Pretending such as making a phone call in the—to be someone else  

to obtain information—other person's name .  
Shoulder surfing : swordsPeeping at someone's screen or keyboard to steal pas  
or PIN codes .  

Dumper diving: Searching through to obtain discarded confidentialtrash  information.  
Skimming : The illegal extraction of data from someone's credit or debit card  
and using the data to create a counterfeit card .  

rityInformation secu policy :A set of basic rules and guidelines established by a company or 
organization to maintain and protect information security . 
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What is a ntroductionI Byte  ?How many Bits does it contain?  

Lesson objectives  /  
1- eachDefines  bit and byte As units of data measurement .             2- the relationship betweenExplain  bit  ,byte  ,and larger units (KB, MB, GB, TB).  
3- n the decimal and binary systemsbetweeDistinguish  . 
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bit  One, 1and  0The smallest unit of information, it has only two states:  bit can represent only 

two states; for example, "the switch is either open/closed," "the voltage is high or low," or "the 

direction of the magnet is north or south " The  

actual data is represented in the order of bits . 1In general,  bit can represent 2n different 

possibilities of data .  

Byte : A unit of 8 bits  ,symbolized by the letter B. 

 8 bit = 1B = 1 Byte which can represent 256 possibilities  • 

Data basic unit isunit: The  1B . The unit changes every 1,024 times .  

1024 B = 1 KB              1024 KB = 1 MB           1024 MB = 1 GB           1024 GB = 1 TB  

Decimal system : A number ", 9"to " 0"A method of representing numbers using ten digits from 

the decimal system is symbolized byexpressed in  Decimal system 

Binary system : Binary system to ) 1and  0(is a counting system that uses only two digits 

at the bottom right of ) 2(With a small number  represent numbers, and is sometimes written

hat it is binarythe number to indicate t.  

to the power of its position  2Multiply each binary digit by Binary to Decimal Conversion: 

)starting with 0 from the right, then 2 to the 1st  ,then 2 to the 2nd  ,then 2 to the 3rd , then add 

the results (  
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 The sixteenth systema)  : Hexadecimal  A way to represent numbers using the digits 0 to 9 and the 
letters of the alphabet from A to F The number represented in the hexadecimal system is sometimes 

the right corner of the number. This is known as subscript in the lower ) 16(written with the number 
number  sixteenth Hexadecimal number . 

 
 
 
 
 
 
 

 
b (Conversions between decimal, binary, and hexadecimal  

 The computer does not deal directly with the decimal system, but rather relies on the binary system 
)0 1and  ( . 

 For convenience, we use hexadecimal because it shortens long binary numbers . 
 Convert from binary to hexadecimal : bits and convert each  4We divide the number into groups of 

group to a hexadecimal value . 
 Convert from hexadecimal to binary : eplace each hexadecimal symbol with its corresponding We r

4 bits . 
 Convert from hexadecimal to decimal : First we convert it to binary, then we use the base (sum of 

digits × base) 
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Weekly evaluation Complete: To convert the number (B2) ₁₆ ₁₀Result  It will be ldecima to then ₂To decimal, first convert it to binary  . 
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The computer does not understand letters directly, so each letter is represented by a 
numerical symbol (character code). 

  :Character code   lue assigned to each character, symbolA unique va   
ASCII  :A code used to encode English letters, numbers, and some symbols.  
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Weekly evaluation Complete : When converting the word (Hi) to ASCII ry encoding isthe bina (....). 
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Introduction  / How does a computer distinguish between letters, numbers, and symbols such as  ?(# ,@ ,!) 

Lesson objectives / 1- The concept of character encoding Defines                             2- short Converts  word Like Hello) binary /hexadecimalto  ASCII code 
3- The importance of character encoding in communication between humans and matedsti computers. 
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The computer does not understand letters directly, so each letter is represented by a 
numerical symbol (character code). 
  Character code : ra unique value assigned to each characte  
ASCII code  :a code used to encode English letters, numbers, and some symbols . The table is 

of the book 70shown on page  
 Example  : Convert the string "Hello" to binary and hexadecimal code . 

  
Unicode : acters from around the world A character encoding standard that combines char

symbolIn  into a single character code. Due to the differences assignments . 
 asRepresenting a string with character codes. The reverse is known  decoding . 

 methodsA phenomenon that occurs due to mismatched encryption and decryption  . 
Font  :Character shape data corresponding to character symbols  
To display characters on a computer screen or printer output, there are two basic elements : 
the character code   - character code   And the line font . 
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teComple : When converting the word (Hi) to A CII The binary coding is (.............). 
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1- with practical examplesof addition and subtraction in the binary system Steps  Applies -2   Binary addition and subtraction rule  Explains  
 3- arithmetic operations in understanding computer worke importance of Th estimated . 
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  The computer performs calculations using the binary system  

When collecting: 

, the value is carried over one place when the In binary addition 

2ysum reaches   

 0+0=0 ,0+1=1 ,1+1=10 )1carry and  0we put (  

When subtracting 

, when the subtraction is not enough, the In binary subtraction 

value of 2 is borrowed from the next higher digit.  

 0-1 from the next columnborrow needs to  

  These operations are essential to understanding how processors work  
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Complete : in the binary system, the result is (1+1)When adding  : ......................................... 
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The computer does not know the sign (+, -) to represent complements Like humans, it uses 
negative numbers . 

:Representing negative numbers using complements  
Complement: , produces a is the smallest number that, when added to a given natural number
carryoverTo the next higher digit 
Complements are used to represent negative numbers in computers . 
(1️ Decimal Complement ) 
In the decimal system we use : 

 Complement : 9We subtract each number from  . 
 Complement : 1We take the complement of nine and then add  . 

(2️ Binary Complement ) 
In the binary system we use : 

 One's Complement : Flip each bit (0 ↔ 1). 
 Two 's Complement: 1We take the complement of one and then add  . 

✨ Quick summary for students 
 Decimal complement : We use it in the decimal system . 
 Binary complement : We use it in the binary system . 
 Ones complement : flip each bit. 
 Two's complement : 1One's complement +  E
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Introduction  / see and store imagesHow does a computer ?  

Lesson objectives /   
1- conceptPixel  Defines                                                   2-  Define  Steps to digitize images                            3- Between point and vector coordination distinguishes . 
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  image digitizationPixel   
Pixel is the smallest unit that makes up an image . gital image is represented in the orderA di of pixels. 
  Image digitization procedures :  
Images captured with digital cameras or image scanners are digitized and imported into a computer 
 divided intois image  pixels pixel is extractedand the brightness level representing each  .  
Resolution : It is the degree of accuracy and clarity of the pixels when the sampling process is carried 
out . The unit of resolution is dpi  
is sometimes expressed as vertical pixels × horizontal pixels .  
Digital quantization : Converts the brightness of each pixel into numeric values divided into several 
levels . 
 Gradation : The level value that represents the color intensity of each pixel. Gradation is determined by 
the number of bits  
allocated to each pixel. 
 Encoding : Expressing )1and  0(quantitative values in binary numbers  .  
Dot matrix : A method of representing text or shapes using a grid of pixels.  
 formatVector  : A representation that includes information about the coordinates of the points that 
make up the image 
  Color representation : 
The three primary colors of light  
The three primary  

Additive colorcolors of pigment   
mixing Subtractive color mixing .  
24-bit colorfull  F
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Introduction /  see and store imagesHow does a computer ?  

Lesson objectives  /  
1- ConceptData Design  Defines                 2-Define  Between data design methods distinguishes -3                   Simple examples of each method of data design . 
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📌 First: The concept of data design 

 Information Design : It organizing data in a creative way to convey information in a clear and is 
understand way to the audience-to-easy . 

📌 Second: Data design methods 
1. abstraction (Abstraction)  :mportant part of a large amount of data and Extracting the most i

displaying it simply . 
2. Pictogram : Using a picture to convey information without wordssymbol  . 
3. icon (Icon): small image representing a program or fileA  . 
4. Visualization (Visualization)  :so that we can understand it easily Displaying data visually . 
5. Restructuring (Structuring)  :Organizing data into stages or levels.  

📌 Third: Techniques to facilitate understanding 
1. User Interface (UI): The way a human communicates with a device . 
 CUI: (we write commands in words)Text command interface  . 
 GUI: (icons and buttons)Graphical interface  . 
2. User experience (UX): eling while using the software/website (easy? complex? s fe’userThe 

enjoyable (? . 
3. possibility (Affordance): 
4. Significance (Signifier): 
5. Usability Usability: easy the design is to useHow  . 
6. accessibility (Accessibility)  :h disabilities)Facilitating access for all (including people wit . 
7. Comprehensive design (Universal Design)  :A design that suits all people, regardless of their 

language, age, or abilities . S
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Introduction/  What is the difference between RAM and HARD DISK ?  
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3- n some types of interfacesO recognize . 
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The relationship between the five  -The five main components of a computer 

main components of a computer: 
 
 
 
 
 
 
 
 
 
 
 
Interface:A component that mediates information exchange. It is used to connect the main 

scomputer and peripheral device  

USB: is the most widely used interface for computer peripherals. 
HDMI :A communication standard that allows video, audio, and other data to be transmitted 
over a single cable 
ETMERNET : ffice, etcA communication standard used in wired local area networks in home, o  E
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  / What is the difference between hardware and software?  

 /  

1- System Software Concept Defines                             2-   Software ypesbetween tDifferentiate  
2-  The importance of character encoding in communication between humans and computers estimated . 
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  Hardware : Devices such as the main computer unit and peripheral devices . 

  Software : The programs and data that run on the hardware . 

  m softwareSyste : The software required to operate the hardware . 

  systemOperating  ( OS) is a type of system software responsible for the basic functions of a computer .  

, and file The operating system has management functions such as task management, memory management

management . 

  Application software : Software The  that runs on top of system software. Also known as system software.

application . 

  Device driver : A program that controls the communication process between the connected device. 

Connected Device and Software on the computer. Also known simply as "Drive ." 
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